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TAK Tracker requires that several permissions be enabled for the application to function. These permis-
sions must be enabled during the initial launch of TAK Tracker or from within the Android settings for 
the application.

During initial setup, the user will be asked to allow access to location information and enable the ap-
plication to run in the background.

If given the option to choose how location access is permitted, choose to Always Allow Access, when 
possible. This ensures that TAK Tracker is able to send location information while it is currently open or 

running in the background.

The first time a file download is attempted, such as an SSL certificate .zip file, a prompt will ap-
pear to allow file access to TAK Tracker. Selecting [Allow] opens the device file manager, giving 
access to choose a file from the folders.

TAK Tracker is a standalone application designed to keep track of users in a TAK environment who do not have ATAK installed. ATAK/WinTAK users 
enrolled on the same server will see the TAK Tracker user markers on their map interfaces. Selecting a user marker will show that device’s speed, 
heading, altitude and location data.

Other TAK Tracker features allow:

1.  ATAK/WinTAK users and TAK Tracker users enrolled on the  same server to 
chat with each other. 

2.    TAK Tracker users to set off an Emergency Alert Beacon that will display 
at their location on all other TAK users’ maps.	

Overview

Android Permissions



4 of 6

Server Enrollment

After the necessary permissions are allowed, the TAK Tracker Enrollment window will open.

The Server field is the URL that all TAK users in the mission must be logged into. The users must be in the same client enroll 
group to “see” each other. Entering an enrollment port is only necessary if the port used is not the standard port for the TAK 
Server. Username in this window does not have to be the same as the user callsign that is displayed after enrollment.  The 
callsign can be changed in Advanced Settings. After filling in the appropriate fields, select [ENROLL].  If the enrollment is suc-
cessful, a notification message will display and the main TAK Tracker window will populate with the expected data. 

Note: Selecting [ADVANCED] on this screen will bring additional enrollment options and settings and will bypass this screen. Details are in the Settings 
section of this guide.

User Details

Once enrolled into a server, the TAK Tracker window will show multiple types of data. The main TAK Tracker 
window can be displayed in either portrait or landscape orientation. 

The connection box shows:

•	 Status of server Connection – This will show an error if the enroll-
ment process was unsuccessful.

•	 GPS – Without location services enabled this will show that GPS is not available. Go to the Android pull-down draw-
er to enable location services.

•	 Compass – Ideally this will show that the compass is in a highly reliable state. One example of why this field may 
display “Moderate” or “Unreliable” is magnetic interference. 

The location box shows the coordinates of the device. The default coordinate type is 
degrees/minutes/seconds (DMS). Tap the box to switch the type to MGRS.

The other four boxes show (tap box to change units):

•	 	 Altitude (m or ft)

•	 	 Speed (m/s, kps, fps, mph)

•	 	 Compass (°MN or °TN)

•	 	 Heading (°MN or °TN)
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An emergency alert beacon can be easily set from any location. The alert information will display to all 
TAK users across the server. The widget in the lower left of a TAK user’s map will display where the alert 
is in relation to their own user marker.

To initiate an emergency alert beacon, select [Emergency] on the TAK Tracker toolbar. Choose 
one of the four emergency buttons: [911 Alert], [Geo-fence Breached], [Ring the Bell], or [In 
Contact]. 

Slide the two buttons to the right, then select [OK] to initiate the Emergency Beacon.

The alert beacon will continue to broadcast across the network until the initiating user disables it. To cancel the 
alert, select the enabled [Emergency] button on the toolbar to reopen the Emergency Alert window.

Select [Cancel Alert] from the drop-down list. Slide the buttons to the right and select [OK] to immediately cancel the emer-
gency alert beacon across all TAK devices in the network.

Emergency Alert Beacon

Chat

Selecting [Chat] allows communicaton via text message. 

The chat icon will display the number of unread messages in red. 
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Selecting [Settings] opens the Connection Settings window that allows the user to:

•	 Change callsign, team color or role.

•	 Enroll in a server with a username and password, or to manually enroll by importing 
SSL certificates.

•	 Start Service on Boot so that the TAK Tracker application always runs when the device 
is turned on.

•	 Hide Quit Button. The Quit Button can be made visible again by selecting [Settings] 
and unchecking the box.

•	 Change to Limited View Mode to only show the connection box in the main window. 
Select [Settings] and uncheck box to show all boxes again.

A settings password can be added by selecting [Lock] on the toolbar.

Selecting [Import] on the toolbar allows the user to import an SSL certificate 
.zip file as another method of enrollment. 

Note: If  TAK Tracker has not been allowed access to the Android file system, a prompt will open at 
this point to allow access.

Options and Settings


